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Introduction

Multi-factor authentication (MFA; two-factor authentication, or 2FA, along with similar terms) is
an electronic authentication method in which a user is granted access to a website or
application only after successfully presenting two or more pieces of evidence (or factors). MFA
helps protect personal data from being accessed by an unauthorized party by adding an
additional layer of protection to traditional passwords.

This guide covers how to use one method of MFA, Microsoft Authenticator, and is intended for
Ontario Health atHome external partners.

NOTE: As of January 2025, Ontario Health atHome staff’s authentication using their normal
Microsoft account will be trusted by the External portal site
(https://ohathomeexternal.sharepoint.com/). This means Ontario Health atHome staff need not
follow the below steps when accessing the external portal.
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1. Setting up MFA

Before you start, make sure you download and install the Microsoft Authenticator app
for Android, iOS or Windows Phone.

Follow the steps below to activate your Ontario Health atHome External Portal account.

1.1 Asthe first step, look for an e-mail from prov.spadmin@ontariohealthathome.ca If you
have not received it, please check your spam folder as well.

Welcome, User!

Ontario
Health atHome

Welcome to the Ontario Health atHome External Portal

Click here to open and follow the guide on setting up your account with multi-factor
authentication.

Need help? Write to us...
Ontario Health atHome Provincial SharePoint Team

This message and any attachments are confidential and intended solely for the intended recipient. If you are not the intended recipient,
please notify the sender immediately and delete this message and any attachments from your system. Any unauthorized copying,
distribution or other use of this message and/or any attachments is strictly prohibited. Thank you.



https://ohathomeexternal.sharepoint.com/
https://go.microsoft.com/fwlink/p/?LinkId=722778
https://go.microsoft.com/fwlink/p/?LinkId=722779
https://go.microsoft.com/fwlink/p/?LinkId=722777
mailto:prov.spadmin@ontariohealthathome.ca
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1.2 Click on ‘Go to the Portal’ link which will take you to the portal pictured below. Enter
your email address. Clicking ‘Remember Me’ will speed up future logins.

v % llome |Partner Portal x o+

C M % hccexternalp.azurewebsites.net

Ontario

Health atHome Q| Login/Register )

Partner Portal

Login

Get Started Here

Enter your email to login or register

=] kushan s a.delapalage@outlook.com

Rermnember Me

Continue

@ Partner Portal 2024 - Privacy - Terms of Use healthcareathome ca

1.3 Depending on your account type you will be prompted for a password or one time
passcode. If your email is associated with a Microsoft account, it will prompt for your
password. For non-Microsoft accounts, the system will prompt for a one-time passcode

(OTP) sent to the same email.

1.4 You will be prompted to provide permissions to the Ontario Health atHome external
Portal. Click on the ‘Accept’ button.
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=& Sign in to your account

C M

2 login.microsoftonline.com

Microsoft
kushan.s.a.delapalage@outiook.com

Permissions requested by:

Ontario Health atHome

ohathomeexternal.onmicrosoft.com
By accepting, you allow this organisation to
\/ Receive your profile data

\/ Collect and lo r a

\/ Use your profi nd activity data

Y iy accept if you trust Ontario Health atHor
Ontario Health atHome has not provided links to their terms
for you to review. You can update these per t

ity tmicrosoft com/orga

This resource is not shared by Microsoft.

Terms of use  Privacy & cookies

1.5 You will then be prompted for more information, click ‘Next’.

=

=& Sign in to your account

C @

% login.microsoftonline.com

B Microsoft
kushan.s.a.delapalage@outlook.com

More information required
ation needs more information to keep

count secure. Before makin
ity info you must complete multifactor

nges to your

ferms of use  Privacy & cookies

1.6 Followed by a prompt to initiate the Microsoft authenticator app. Click Next again.



~ BB MySignins| Register | Micros: %

« A % mysigninsmicrosoft.com

Ontario Health atHome

Keep your account secure

Microsoft Authenticator

6 Start by getting the app

On your phene, install the Microsoft Authenticator app.

After y

install the Microsoft Authenticator app on your device, choose "Next”

[ want to set up a different method

1.7 Activate your Microsoft authenticator application by continuing to follow the steps.

~  aB MySign-ins | Register | Micros: X

= @ % mysigninsmicrosoftcom

Ontario Health atHome

Keep your account secure

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or schoal”.

Iwant to set up a different method

1.8 A QR code will be presented which must be scanned using the Microsoft Authenticator
app on your phone.
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v BB My Sign-Ins | Register | Micros: X

<« C @ % mysigninsmicrosoft.com

Ontario Health atHome

Keep your account secure

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose “Next’

i

Can't scan image?

Lwant to set up a different method J

1.9 Open the app, then click on the Add account button or plus ‘+’ mark on the top right
corner.

10134

= Authenticator

e***

Ready to add your
first account?

Any Microsoft account or other type of account
you add will appear here.

Add account

Already have a backup?
Restore your account,

Begin recovery

authenticater




1.10 Click on Work or school account

Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Personal account

.. Work or school account

Other (Google, Facebook, etc.)

1.11 Scan the QR code

Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

mm )

Personal account
[ ||

Other (Google, Facebook, stc.} >

Add work or school account

Sign in

Scan QR code

Cancel

1.12 Point the camera towards the computer screen. Place the QR code inside the green

square on the phone screen.
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Scan QR code

Your account provider will display a QR code

Or enter code manually

1.13 You will see the account added on the authenticator application.

10:13 ¢4

= Authenticator

Ontario Health atHome
kushan.s.a.delapalage_outlook.com#EX...

1.14 Click next on the computer screen where the QR is displayed, you will see a prompt with
a number.
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v BB My Sign-Ins | Register | Microsc X

¢ @ % mysignins.microsoft.com

Ontario Health atHome

Keep your account secure

Microsoft Authenticator

Let's try it out

Approve the notification we're sending to your app by entering the number shown below.

42

Back

Lwant to set up a different method

1.15 You will be prompted to enter the number on your mobile device. Enter the displayed
number and click ‘Yes'.

10:14 9

= Authenticator

Ontario Health atHome
kushan.s.a.delapalage_outlook.com#EX...

Are you trying to sign in?
Ontario Health atHome
kushan.s.a.delapalage_outlook.com#E
XT#@OHatHomeExternal.onmicrosoft.
com

Enter the number shown to sign in.

42|

No, it's not me Yes

1.16 Your computer screen will prompt with a notification approval.
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v mm MySign ins | Register | Microse X

&« [ 2 mysignins.microsoft.com,

Ontario Health atHome ?

Keep your account secure

Microsoft Authenticator

Motification approved

v/

Twant to set up a different method

1.17 Click Next and then the success message will appear.

~  mm My Sign Ins | Register | Microse X

< G @ % mysigninsmicrosoftcom,

Ontario Health atHome )

Keep your account secure

Success!

Great job! You have successfully set up your security info, Choose "Done’” to continue signing in.

Default sign-in method:

=)
Microsoft Authenticator

1.18 You will now be directed to the Ontario Health atHome External Portal site. Based on
your access you will see one or more buttons related to different geographies.
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=

Microsoft 365

¥ Members | Partner Portal

C m 2 hecexternalp.azurewebsites.ne

Ontario -
Health atHome Partner Portal Q KD

Members
My Groups

GRP-EXT-SP-MH-ProvidersPortal-Members

ew GRP-EXT-SP-MH-Pro

1.19 Click on the Light blue ‘View GRP...” button and you will be directed to the portal to

which you have access.

%p Mississauga Halton Provider F

>

C @ % ohathomeexternal.sharepoint.com,

(9 Sntanio wome  Mississauga Halton Provider Partner Portal  Home provincial Portal  Committees and Meeting Material
Welcome to your Ontario Health atHome Provincial Service Provider Organization (SPO) Portal. This is where we will share Template-Key-Contact-List for
o Patient-Care-Contracts

communications, committee materials, key contacts and resources with you, our valued partners in care. Ontario Health
atHome (formerly Home and Community Care Support Services) is now a single organization coordinating local home and
community care, long-term care placement and assistance towards finding services in our communities.

Please select the buttons below for information specific to this local geography.
Resource Links

Q¥ Local staff Contact List

&3 Advisories

1m .\‘J‘.

Education, Reference and Resource Medical Equipment and Supplies

Committees and Meeting_Material

Documents
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2. Reset your MFA

If you are facing challenges in generating your code or if you have accidently deleted the
Microsoft Authenticator app, your multi-factor authentication is required to be reset by the
Ontario Health atHome IT team. In such scenario, please write to us via email
sharepointsupport@ontariohealthathome.ca.
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